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Goal: 4th

� 3 succesful access control models in 40+ years
�Discretionary Access Control (DAC)
�Mandatory Access Control (MAC)
�Role-base Access Control (RBAC)

� Crucial ingredients for success
�Strong mathematical foundations�Strong mathematical foundations
�Strong intuitive foundations
�Significant real-world deployment
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Strong mathematical foundations
Strong intuitive foundations

world deployment
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What is the 4

� DAC – owner control
� MAC – information flow
� RBAC – organizational/social alignment
� Dynamics/agility

�Unconstrained DAC: too loose, too fine
�Group-centric conceived to fill this gap�Group-centric conceived to fill this gap
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What is the 4th Element?

organizational/social alignment

Unconstrained DAC: too loose, too fine-grained
centric conceived to fill this gap
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centric conceived to fill this gap
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Historical Aside on Dynamics/Agility

� Harrison, Russo and Ullman 1976: HRU
�dynamics leads to undecidable safety

� Jones, Lipton, Snyder 1978: Take
�simple models can be efficiently decidable

� Sandhu, 1988, 1992: SPM, TAM
�sophisticated models can be efficiently decidable�sophisticated models can be efficiently decidable
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sophisticated models can be efficiently decidable
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Secure Information Sharing (SIS)

Goal: Share but protect
� Containment challenge

� Client containment
� Ultimate assurance infeasible (e.g., the analog hole)
� Appropriate assurance achievable

� Server containment
� Will typically have higher assurance than client containment� Will typically have higher assurance than client containment

� Policy challenge
� How to construct meaningful, usable, agile SIS policy
� How to develop an intertwined information and security model
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Will typically have higher assurance than client containment

How to construct meaningful, usable, agile SIS policy
How to develop an intertwined information and security model
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A Family of g
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� We have achieved a deep, formal understanding 
of isolated, undifferentiated groups

� Next challenge: extend the theory to connected, 
differentiated groups

A Family of g-SIS Models
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We have achieved a deep, formal understanding 
of isolated, undifferentiated groups
Next challenge: extend the theory to connected, 



Formal Models Development

Formal stateless 
behavioral model 

Formal stateful
enforceable model 

Provable security properties
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Formal stateful
enforceable 
model with 
latencies, 

disconnected 
operations etc

Proof of safe equivalence

Formal Models Development

Provable security properties

Proof of equivalence
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Proof of safe equivalence



g-SIS Model Components

� Operational aspects
� Group operation semantics
o Add, Join, Leave, Remove, etc

o Multicast group is one example
� Object model
o Read-only
o Read-Write (no versioning 

� User-subject model� User-subject model
o Read-only Vs read-write

� Policy specification

� Administrative aspects
� Authorization to create group, user join/leave, object 

add/remove, etc.
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SIS Model Components

Add, Join, Leave, Remove, etc

Multicast group is one example

Write (no versioning vs versioning)

Users

Objects

Group

Authz (u,o,r)?

join leave

add remove
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Authorization to create group, user join/leave, object 
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Core Properties

� Authorization Persistence
� Authorization cannot change unless some group event occurs
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Core Properties

Authorization cannot change unless some group event occurs
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The π-system Specification
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system Specification
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Sample Stateful

Authz (s,o,r)  -> 

Add-TS(o) > Join

Leave-TS(s) = NULL & 

Remove-TS(o) = NULL
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Remove-TS(o) = NULL

Stateful Specification

TS(o) > Join-TS(s) & 

TS(s) = NULL & 

TS(o) = NULL
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TS(o) = NULL



Summary

� The 4th element, crucial for dynamic/agile secure 
information sharing
� Discretionary Access Control (DAC)

� Mandatory Access Control (MAC)

� Role-base Access Control (RBAC)

� Group-centric Secure Information Sharing (g

� Crucial ingredients for success
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� Crucial ingredients for success
� Strong mathematical foundations

� Strong intuitive foundations

� Significant real-world deployment
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Crucial ingredients for success
Strong mathematical foundations

Strong intuitive foundations

world deployment
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