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ICST Goal: 4th Element UTSA.

» 3 succesful access control models in 40+ years
« Discretionary Access Control (DAC)
«+ Mandatory Access Control (MAC)
+ Role-base Access Control (RBAC)
» Crucial ingredients for success
« Strong mathematical foundations
« Strong intuitive foundations
« Significant real-world deployment
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|cs@ What is the 4th Element? UTSA

» DAC — owner control

» MAC — information flow

» RBAC — organizational/social alignment

» Dynamics/agility
« Unconstrained DAC: too loose, too fine-grained
« Group-centric conceived to fill this gap
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lcs@ Historical Aside on Dynamics/Agility Um

» Harrison, Russo and Uliman 1976: HRU
+ dynamics leads to undecidable safety
» Jones, Lipton, Snyder 1978: Take-Grant
+ simple models can be efficiently decidable
» Sandhu, 1988, 1992: SPM, TAM
+ sophisticated models can be efficiently decidable
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|CS@ Secure Information Sharing (SIS) UTSA

Goal: Share but protect

> Containment challenge

« Client containment
- Ultimate assurance infeasible (e.g., the analog hole)
= Appropriate assurance achievable
« Server containment
= Will typically have higher assurance than client containment

» Policy challenge
« How to construct meaningful, usable, agile SIS policy
+ How to develop an intertwined information and security model
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A Family of g-SIS Model
Ics@ amily of g-SIS Models Um

Connected,
differentiated
|solated, g-SIS Connected,
differentiated Models /undifferentiated
|solated,

undifferentiated

» We have achieved a deep, formal understanding
of isolated, undifferentiated groups

» Next challenge: extend the theory to connected,
differentiated groups
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Ics@ Formal Models Development UTSA
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Ics@ g-SIS Model Components

» Operational aspects
« Group operation semantics
o Add, Join, Leave, Remove, etc
o Multicast group is one example
« Object model

Authz (u,o,r)?

o Read-only )
o Read-Write (no versioning vs versioning) add ——== remove
+ User-subject model Objects

o Read-only Vs read-write
+ Policy specification
» Administrative aspects
< Authorization to create group, user join/leave, object
add/remove, etc.
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Ics@ Core Properties UTSA

» Authorization Persistence
« Authorization cannot change unless some group event occurs

ﬁ:h/u :UVo: OVe: V.¥g: G. \
C(Authz(u, 0,v, g,r) — (Authz(u, 0,v, g, r) W (Join(u, g) V Leave(u. g)V

Add(o, v, g) V Remove(o, v, g))))

k1 =Vu : UVo:OVv:V.¥g:G.
O(Authz(u, 0, v, g, w) = (Authz(u, o, v, g, w) W Leave(u, g)))

ko =Vu : UVo:0OVu) : VVg: G.ds: Sdvuy: V.
O(=Authz(u, 0, vy, g,r) = (mAuthz(u, 0, v, g, r) W (Join(u, g}V
Leave(u, g) V Add(o, vy, g) V Remove(o, vy, g)V
CreateO(0,v1,g) V update(s, 0,v2,v1,9))))

kg =Vu : U¥Vo:ONVu, : V.Vg: G.ds: S.dvs 0 V.

C(—~Authz(u, 0, vy, g, w) — (-Authz(u, 0, vy, g, w) W (Join(u, g)V
CreateO(o, v1, g) V update(s, 0, vy, v1,9))))

© Ravi Sandhu

11

World-Leading Research with Real-World Impact!



ICSO

Table 1: The 7-system.

<

Yo =Vu:UVo: OVv:VV¥g: G,

y1 =Yu:UVo:OVv:V.¥g:G.

x2 = Vu: UVs: SVg: G.

x3 =VYs:SVo:0Vv:Vyg:CG.

Y4 = Vs:S5Vo:OVv:V.Vg:G.

5 =Vs:S5.Vo:0ONVv.v2: V.Vg: G,

Y6 = Vui,uz : UVsy, s2 : SVo: OVuy,v2,v3 : V.Vg1,92 1 G.

O(Authz(u, 0.v,g,1v) ¢ Fv1 : V.3s: S.(Ao(uw,0,v,9)V.. . VAz(u, s,0,v1,v,9)V
Aplu,0,v,9) V...V N (u, 8,0,v1,7,9)))

O(Authz(w, 0,v, g, w) <> Authz(u,0,v,g.r) A (-Leave(u, g) S Join(u, g))A
(vy : V.35 : S.eupdate(s, o, v1,v,g) vV #(LC(o,v,g) vV SC{o,v,9))))

O(createS(u, s, g) — #Join(u, g))

O(AuthzS(s, 0,v, g, r) < Ju: U.(Authz(u, o,v, g, r)A
(—kill(u, s. g) S createS(u, s. g))))

O(Authzs(s,0,v, g, w) < Ju : U (Authz(u, 0,1, g, w)A
(—kill(a, s. g) S createS(u, s. g))))

O(read(s, 0,v1,g9) — AuthzS(s,0,v1,g.1))A
O(update(s, o, v1,v2,y) = AuthzS(s,0,v1,4.w))

TO(’LLl,Sl,SQ,O,’Ul,'UQ,’US,g]) A -~-/\"_3(u1s31303111591)
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Ics@ Sample Stateful Specification

Authz (s,o,r) ->
Add-TS(0) > Join-TS(s) &
Leave-TS(s) = NULL &
Remove-TS(0) = NULL
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ICST Summary UTSA

> The 4" element, crucial for dynamic/agile secure

information sharing
« Discretionary Access Control (DAC)
Mandatory Access Control (MAC)
« Role-base Access Control (RBAC)
« Group-centric Secure Information Sharing (g-SIS)
» Crucial ingredients for success
« Strong mathematical foundations
« Strong intuitive foundations
« Significant real-world deployment
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